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Our findings
indicate that
HopSkipJump
black box
model is the
most effective
adversarial
attack,
impacting the
classification
accuracy with
minimum
perturbations.

Generated samples of normal
and attacked Volt-Var curves and
tuned AutoML-TPOT and H2O

for detection, achieving precision
rate of 97%.
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False Data Injection Attacks
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𝒗𝒓 − 𝟎.𝟏𝟖 < 𝒗𝟏 < 𝒗𝟐 − 𝟎.𝟎𝟐
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Attacks to VVC

Introduction

 Fei Ding, Fei Miao, 
   Sung Yeul Park

“According to IEEE -
1547 standard

IEEE-1547

, voltage
settings of the smart
inverter should be withing
certain limits known as
their feasible regions.”

� Attacker will consider
this information before
settings manipulations.

� The goal is to identify
all patterns of normal
and attack VVCs

� Store these patterns

• Developed a round-attack
game framework to initiate
attacks on smart inverters
causing voltage violations

• Used co-simulation
model of OpenDSS to
simulate these attacks on
distribution feeders in
Colorado.

How to secure our Volt/VAR control commands
against malicious attacks and ensure

voltage regulation?

Malicious Control Setting Attack, which manipulates
smart inverter control parameters, such as DER ride-
through and trip threshold settings, via unauthorized
edits by malicious operators or users, potentially
leading to inverter failures and regional blackouts.

Using Volt-VAR control default
settings in Aspen airport feeder is
found to have 100 violations for
snapshoot solution and keeping
regulators active for the best
performance of voltage
regulation.

Based on this approach, 20,000
scenarios were generated to have
14210 attack scenarios and 5790
non-attack scenarios to form two
labeled datasets.

Deducing a criteria for
classifying the attack based on
the violations count. Normally,
any controller works to reduce this
count, if the opposite found,
sounds an attack!

Observing and
detecting the
cyber attacks
using AutoML.

We focus more here on
the Evasion Attacks,
where attacks occur at
the point of model
deployment, without
altering the training
process.

� Systems operators initiates VVC control commands
several times during the day for system voltage
regulation.

� Attackers found the vulnerable points in VVC settings
that lead to rapid distortion of the system power flow
(False Data Injection).

Attack is initiated by 
Raspberry Pi 4 and Ns-3 
network simulators, that 
can imitate a real FDIA, 
DOS , MTM  and 
Replay attacks.

IEEE 1547.8 standard provisions that inverter 
setpoints can be selected upon Volt/VAR, 
Watt/VAR, or Volt/Watt rules.

IEEE-1547

�Developed a round-attack game framework to 
initiate attacks on smart inverters causing severe 
voltage violations for the distribution network.

�Generated samples of normal and attacked Volt -
Var curves and utilized tuned AutoML and ViT for 
detection, achieving precision rate of 97-99%.

�Demonstrated the integration of Python with 
RTDS and RTAC to establish a cyber-physical 
testbed for real-time power system simulations.

bUtilizing Vision Transformers 
(ViT)  to detect subtle and complex 
anomalies in the operational 
patterns of Volt-VAR curves.

   Attacks
Adversarial

AutoML Detection Methods

Experimental Setup
Cyber-physical Setup

Attack Device

  Vision 
Detection 
 Methods

 Data

Alaa Selim,

Junbo Zhao
University of Connecticut


